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 The world is now interconnected. Indeed, the rapid development of technology has enabled 

the world, any  actors taken together, to be connected and, due to several factors : the increase in 

information and communication technologies (ICT) that goes along with the expansion information 

systems. The ICT can be defined as all the techniques and computer equipments to communicate 

from distance electronically1. They include especially telecommunications and Internet  which has 

been developed by american army at the end of 1960‘s. But the bases of our actual Internet takes its 

sources in 1980’s. Internet has been democratized in the 1990‘s thanks to the apparition of World 

Wide Web2  which enable to consult accessible pages on sites with a browser. So, informations have 

been transmitted by Internet thanks to protocols of data transfer which develop applications and 

various services such as email, instant messaging, peer-to-peer and the World Wide Web. But at the 

beginning of 1990’s, Internet was not a huge system of informations ; the most attractive on Internet 

were forums. It is in 1997 that Internet becomes a source of informations because new informations 

appears. Gradually, Internet and especially  the Web will deeply change. Indeed, since the 2000’s, 

new concepts appear as "blog", the "wiki" and social networking, Internet content is now generated 

by users themselves and Ajax technology will enable the creation of complete applications into a 

single web page. We are witnessing the emergence of Web 2.0, which refers to the processing of 

information flow and new ways to use the Internet. In parallel, with the contribution of new ICT, 

the concept of information system -  understood as resources that can collect, classify, process and 

share information - will see a revival : the interweaving of electronic and computer ways and 

telecommunications systems enable to automate and dematerialize most operations of any  entity. 

Information systems took an important place in government, business activity  and individuals mode 

of life. These services appear to be essential for a good development of the entity that sets up. 

 Therefore, the development of Web 2.0 and the emergence of digital information systems 

make that the different actors on the international stage - that is to say governments, companies, 

individuals, groups of individuals, sub-state entities etc. - become interconnected because they  act 

on the same networks. It is here that the notion of cyberspace appears which can be defined as a 

virtual and numerical space but not only. It depends on a physical infrastructure and has a multiple 

dimension (technical, legal, human, diplomatic or economic)3. It is also characterized by  « an 
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1 http://www.larousse.fr/dictionnaires/francais/TIC/10910450 (consulted 9th November 2014). 

2 literally the "web spider world" and better known under the name of Web. 

3  VENTRE Daniel, «  Luttes et enjeux de gouvernance dans le cyberespace mondial », Diplomatie - Affaires 
stratégiques et relations internationales, Les grands dossiers n°23 : Géopolitique du cyberespace , October-November 
2014, p.8 
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interconnection equipment for the automated processing of digital data »4. Thus, the structure of 

cyberspace gives to the actors the opportunity to share all kinds of information and communicate 

with each other. But the most notable precision about cyberspace is the origin of the word « cyber » 

meaning « rudder » implicitly the idea of governing.

 Moreover, the expansion of new ICT creates an infinite access to a huge mass of 

informations : the development of cyberspace has multiplied the accessibility of informations. And 

that is the greatest issue in recent years. Indeed, regardless of the period, the information has always 

been a primary importance in a will to dominate and to influence ; thus, the strategic dimension of 

information to consolidate its power is highlighted. Here, in the Internet age, the question of the 

collection of information by  different actors appears. The different actors on the international stage 

involved in gathering information are mainly the intelligence agencies for the States, the companies 

and in particular the numerical companies, individuals as users of Internet or as hackers and 

interests groups. To better understand the springs of this issue, it is necessary to differentiate open 

informations of closed informations5. On the one hand, open source or open information is 

accessible to all. As regards the collection of information (that it concerns a State, a company or 

individuals), the issue is important because since the considerable development of ICT, the volume 

of information available grew bigger and bigger. In addition, these open sources also relate the 

personal data of users. On the other hand, there are also closed information. Indeed, the 2.0 actors 

use networks to share and communicate information but for some structures, such information - part 

of their information system - are sensitive and should be protected by various mechanisms to be not 

accessible and for various reasons : safe, military, economic, diplomatic or otherwise6.

 From these observations, that will involve to put into perspective the mechanisms for the 

collection of digital information. Thus, these mechanisms come under the cybersurveillance and 

cyberespionnage. It  is necessary  to note that surveillance and espionage are not new phenomena : 

for all time, entities - including governments and companies - used these ways to gather 

information. From the early  XXth century, the United States (US) and the United Kingdom (UK) 

have implemented technological skills with the tapping of submarine telephone cables7. With the 

expansion of the Internet and digital information systems, these two concepts are now adapted to 

4

4 DOARE Ronan, LE RHUN Loïc, « Les réponses juridiques aux cybermenaces », Diplomatie - Affaires stratégiques et 
relations internationales, Les grands dossiers n°23 : Géopolitique du cyberespace, October-November 2014, p. 12

5 LAURENT Sébastien-Yves, Atlas du renseignement - Géopolitique du pouvoir, Paris, Presses de SciencePo, 2014, p.
11

6 Ibid., p.12

7 IFRAH Laurence, L’information et le renseignement par Internet, Paris, PUF, coll. Que sais-je ?, 2010, p.7



come under the cyber domain. Therefore, the fields of surveillance and espionage known 

mutations : the collection of information becomes technical that does not mean there is not of 

human dimension, quite the contrary. However, these two concepts do not meet consensus 

definitions but over the research carried out, characteristics enable to differentiate them. The first 

criteria is the nature of the quest information : the cybersurveillance is an indiscriminate search 

while the search resulting from cyberespionnage seems more focused. Indeed, cybersurveillance 

involves technical accumulation of information : the collection agency does not seek a specific 

information, while the information from cyberespionnage is determined by the investigative entity. 

The second criteria is the nature of the entity  aimed : the cybersurveillance  is maybe more focus on 

individuals whereas a cyberespionnage targets on entities and entire structures : political or 

economic in most cases (even if a single individual can be spied, it  is because he belongs to this 

structure). Cyberespionnage also includes the concept of enemy, adversary, competitor but we will 

see later in the reasoning that it is not always the case. The third criteria of definition - it is most 

important - is the nature of the information itself. On the one hand, the information may be personal 

or technical. Indeed, cybersurveillance is more about personal data : what the individual does, what 

he thinks, what is his entourage, etc. ; in contrast to the cyberespionnage whose purpose is to collect 

more practical technical or strategic information. On the other hand, the cybersurveillance concerns 

open information : indeed, contemporary  systems of mass (cyber)surveillance are in charge to raise 

as much information as possible from social networks, blogs, email, instant messaging. Instead, 

cyberespionnage is likely  to collect private information, secret information and therefore use more 

or less legal ways to get into some systems to appropriate information8. For this purpose, 

cyberespionnage is enabled by « intrusions into corporate computers and servers State agencies, 

ministries, but also citizens who may be the work of [...] the various motivations of hackers, 

hacktivists, companies or State actors »9. However, despite these differences, the two concepts can 

be understood in the same way since they  transcribe the logic of power. In addition, the most 

important in this definition is the common point between these two concepts : in fact, when the 

organism has information, this information will need to be analyzed and dissected in order to be 

exploited. For access to this information, technical resources such as networks, submarine cables or 

by satellite should be apprehended. Thus, it is clear that these practices of cybersurveillance and 
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8 LAURENT Sébastien-Yves, op.cit., p.12

9 VENTRE Daniel, « Cyberespionnage et diplomatie : l’exemple des tensions Chine/Etats-Unis »,  Diplomatie - Affaires 
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cyberespionnage are not accessible to everyone since they  require a huge  financial resources and a 

considerable sphere of influence.

 Now, we will seek to highlight the factors that  led to the expansion of cybersurveillance and 

cyberespionnage on the international stage and the issues arising from these practices. Factors and 

issues frequently overlap. Although surveillance and espionage were already practices of the 

intelligence services, it must be noted that the surveillance of individuals became massive since the 

attacks of September 11, 2001. Indeed, the US set  up a counter-terrorism strategy based primarily 

technical information. This is the american sense of failure that led the US to create an almost 

complete database of all digital data to contain the threat by  making links with the suspects10. This 

particular base has been created and is supplied by the National Security Agency (NSA), an agency 

established in 1949 and specialized in the interception of private and public communications. 

Therefore, the collection of information is widespread and systematic in the light of revelations of 

Edward Snowden in 2013 ; the US having a hegemonic position in the matter. Thus, the US 

succeeded in the creation of systems to collect massive amounts of digital data and enter the 

protected information systems ; these systems developing by private companies. The fight against 

terrorism is also a challenge for these phenomena. Regarding to the cyberespionnage, the evolution 

of technology in weapons and their use throughout the XXth century changed the intelligence and 

espionage that have had to adapt. But there are others factors : political, military, diplomatic or 

economic. In the economic sphere, for example, the expansion of intellectual property  law pushed 

States or companies to set up  industrial espionage or mechanisms to be more competitive on the 

world market11. Again, these factors can be considered the issues. 

 On issues strictly speaking, they are three in number. On one hand, the use of information is 

essential. Indeed, a raw information is not  interesting in itself. In a strategic dimension, the 

information must be exploited to achieve some purposes. Thus, this operation enable to the 

information to become a real information exploited considered for its value and relevance 

information. The work of intelligence agencies is to build information12. Indeed, ahead of 

information, there is a political, economic, social or scientific reality  before becoming information 

which may undergo various transformations. To interest for intelligence agencies, this information 
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should be considered useful for strategic operations13. Thus, these agencies will have to adapt to the 

power of the mathematical and recruit qualified staff and especially  engineers and experts ; so the 

power is in their hands. On the other hand, cybersurveillance and cyberespionnage can become a 

threat for structures using the Internet or having digital information systems. The cyberspace is a 

threat in itself especially for the States because the traditional principles from the Westphalian order 

are affected14. Thus, these information systems are vulnerable. In this sense, these entities should 

put in place mechanisms and cyberdefense strategy to counter cyberthreats. This is a critical issue 

for State and companies15. Finally, like the initiative of Edward Snowden, these new forms of 

surveillance and espionage call into question of the protection of civil liberties, the right for 

individuals to have a private life and raises the ethical issue regarding the State’s right to possess 

data personal of individuals. This problem seems essential at a time when the cybersurveillance and 

cyberespionnage affect regimes considered democratic and authoritarian regimes as well. 

 Therefore, cyberspace facilitates the conventional forms of power relations such as 

espionage and surveillance. Jacques Follorou summarizes very well this mutation : « The technical 

information has not only revolutionized espionage but, again, gave birth to States surveillance »16. 

Thus, the interweaving of controls or surveillance develop  new and complex interdependences of 

power between contemporary actors, their political power because a entity can be both instigator of 

an operation and victim of an operation of the same type.

 The purpose of this paper will be to know how, in the age of the Internet, this new form of 

information gathering is understood by each actor in the defense of its own interests and if, 

therefore, these logics reconfigure the world stage. The configuration of international relations did 

not changed deeply with the advent of cybersurveillance and cyberespionnage, but the logics of 

power have shifted in favor of private interests although interests of States stay essential. Thus, 

States are always in the context of defending their interests on the international stage through these 

new logics. However, some dimensions change since new actors appear alongside the States and 

come in both to serve States interests but especially  their own interests ; which jeopardize the place 

of political power (I). Thus, against the excesses of the cybersurveillance and cyberespionnage, the 
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13 LAURENT Sébastien-Yves, op. cit., p.11-12

14 COUSTILLIERE Arnaud, «  La défense française et le cyberespace », Diplomatie - Affaires stratégiques et relations 
internationales, Les grands dossiers n°23 : Géopolitique du cyberespace, October-November 2014, p.71

15  LASBORDES Pierre,  La sécurité des systèmes d’information.  Un enjeu majeur pour la France, Paris, La 
Documentation française, coll. « Rapports officiels », 2006, pp.56-58 in : OCQUETEAU Frédéric, VENTRE Daniel, 
Contrôles et surveillances dans le cyberespace, vol. n°988, September 2011, Paris, La Documentation française, p.57

16 FOLLOROU Jacques, op.cit., p.35



defense of the global public interest seems essential but this issue is more complex than it looks in 

(II).

I. APPROPRIATION’S  LOGICS OF INFORMATION : BETWEEN POLITICAL REALISM  

REVISITED AND WEAKENING OF POLITIC POWER  

 Faced with the new logic of appropriation of information, international relations are 

mutating. Although political realism persists even if the logic of power have changed (A), States are 

not the only ones to maximize their power, in part because they become dependent on few 

structures. Indeed, the new technologies of surveillance and espionage force them to recruit 

engineers and experts which take more and more power (B). Furthermore, in order to have access to 

data stores, States work with digital companies (C). Thus, there is a weakening of the political 

power.

A. The relationship of power taking advantage of cybersurveillance and cyberespionnage : a 

realism revisited 

 This section will be devoted to showing that thanks to the emergence of cybersurveillance 

and cyberespionnage, the States always seek to maximize their power to sustain their national 

interests, which is a realist theory. But the contemporary  international stage relates to a realism 

revisited since we are witnessing the jamming of traditional concepts while still being in the logic 

of power.

 The postulate of the realist theory of international relations is the fact that international 

relations are in a state of anarchy, a synonym of a war state because there is no central authority  to 

prevent the use armed violence on the part of the nation-States17. Indeed, as Hans Morgenthau said, 

the nation-States, as the man and his selfish nature « animus dominandi » follow their national self-

interest to establish their power18. Thus, as Raymond Aron said « inter-States relations are 

conducted in the shadow of war »19. The implied idea is that even in times of peace, war is brewing. 

And is preparing thanks to information. Indeed, from the XIXth century, most modern armies are 
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17 BATTISTELLA Dario, Théorie des relations internationales, Paris, Presses de SciencePo, 2012, p.127

18 Ibid., p.133

19  ARON Raymond, Paix et guerre entre les nations (1962), Paris, Calmann-Lévy, 2004 (8th edition), p.18 cited in : 
BATTISTELLA Dario, Théorie des relations internationales, Paris, Presses de SciencePo, 2012, p.127



organized according to the Prussian model with an office staff specialized in time of peace in the 

information gathering and analysis to prepare potential military operations20. At present, this 

collection of information has known mutations facing the growing weight of technology and 

intelligence of intercepts electromagnetic, wired or enabled by submarine cables21  become 

unavoidable. But are we currently at war ? The issue is very complex. 

 The stakes are high. During the Cold War, the dichotomy friend / enemy was valid because 

the enemy was clear : the Western bloc was the enemy of the Soviet bloc and vice versa. The friend 

was also clear in particular through NATO and the Warsaw Pact. But since the end of bipolarity, the 

logics changed. The enemy in the traditional sense is no longer displayed because it is not  the 

nation-States ; so the quote of Raymond Aron is not strictly valid because it is not conflict or purely 

relationship  between nation-States. Therefore, threats may arise from anywhere at any  time. But 

this is not because the enemy is more difficult to identify that it is not present. That's just the nature 

of war that  changed, contemporary collection of information has the same functions even if it is no 

longer on the same scale or with the same means. Now, we take the example of the war against 

terrorism, which is also a factor legitimizing the collection of information. 

 The increasing of cybersurveillance and cyberespionnage were put in place by the United 

States after the attacks of September 11, 200122  by  means of the new technologies, including a 

dimension cyber. These mechanisms were legitimate as going to identify  the terrorist enemy ; the 

enemy is not easily  identifiable and do not really  have a face. As mentioned in the introduction, 

americans argued that  the creation of a quasi exhaustive database of all digital communications 

worldwide would detect the threat and the contain when the time comes. Cybersurveillance may 

result when the enemy will return in any  form23. Moreover, it  already led to conduct military 

operations (even if they failed) and to conduct targeted killings and drone attacks. In addition, the 

vigor with which the United States apprehend the fight against terrorism - including the majority of 

intercepting communications from around the world - shows that the US (with the range of their 

"allies") are in logic of war, even if the war in the classic sense changed. Since ten years, Al-Qaeda 

and all of its ramifications call into question US hegemony and liberal foundations of our society. 
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20  LAURENT Sébastien-Yves, « Paix et guerre entre les nations : la mue contemporaine du renseignement », in : 
BADIE Bertrand, VIDAL Dominique (eds.),  Nouvelles guerres - L’état du monde 2015, Paris,  La Découverte, 2014, p.
107

21 part of SIGINT (signals intelligence)

22 thanks to the adoption of the Patriot Act in October 2001.

23 FOLLOROU Jacques, op.cit., p.35



Therefore, the US riposte to continue to perpetuate their power24. So, the reality of international 

relations remains realist although the jamming of few concepts reveals a revisited realism.

 However, the debate stays open. The war against terrorism legitimates excesses from the US 

government and the nebulous NSA, highlighted by  the revelations of Edward Snowden in 2013. In 

fact, they accuse the US to conduct a massive cybersurveillance and cyberespionnage against the 

world, including allies and leaders of the allied countries. Although spying between allies has 

always existed, what is new is the clarity  of the evidence, indisputable25. After these revelations, 

Barack Obama defended himself by arguing the fight against  terrorism, while recognizing the 

excesses of the NSA. But the revelations raise a problematic reality : the idea of considering that we 

have allies and permanent partners is deformed26. They highlight the true reality  of international 

relations. We are witnessing the redefinition of the concept of allies and partners. This reality 

responds to the realist  idea : the state of anarchy in international relations where nation-States 

follow their national interests. In this matter, the US did not care to know who was spying or 

watching : collect this mass of information enables them to maximize their power. Indeed, the 

extent of the US cybersurveillance and cyberespionnage could be assimilated to a will of global 

control, in a logic of maximization of power. Thus, the fight against terrorism appears as a pretext 

since more than 80% of digital communications are not used in the anti-terrorist fight27. In plus, no 

data makes it possible to really  tell if an anti-terrorist attack was foiled thanks to the 

cybersurveillance and cyberespionnage28. 

 This reflection on the concept of allies leads to the idea of cooperation. In the realist vision, 

the idea of cooperation is established only in the interests of the most powerful States. The most 

important strategic cooperation in communications interception is the United Kingdom-United 

States Communications Intelligence Agreement (named UKUSA29). Created in 1948 and made 

famous in the 1990's with the Echelon Network, the treaty  gathers the US, called « first party », 

NSA as « main part » and other countries (Canada, Australia, United Kingdom and New Zealand), « 
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28 Ibid., p.45

29 « five eyes » network. 

http://www.publicsenat.fr
http://www.publicsenat.fr
http://www.publicsenat.fr/lcp/politique/espionnage-personne-n-int-r-t-briser-relations-selon-alain-esterle-388263
http://www.publicsenat.fr/lcp/politique/espionnage-personne-n-int-r-t-briser-relations-selon-alain-esterle-388263
http://www.publicsenat.fr/lcp/politique/espionnage-personne-n-int-r-t-briser-relations-selon-alain-esterle-388263
http://www.publicsenat.fr/lcp/politique/espionnage-personne-n-int-r-t-briser-relations-selon-alain-esterle-388263


secondary  parties ». These parties are responsible for watching some areas, and may have access to 

US data. The US has extended the alliance with several other States, including Germany, 

constituting the « third parties »30. Even if the concepts of second or third parties do not represent a 

formal hierarchy, the treaty was signed at the beginning of the Cold War between the Western bloc 

states, so in the service of United States, « first  part  » of the treaty. In addition, after the revelations 

of Edward Snowden, Angela Merkel asked to the US to share their informations, the USA refused31.   

We can note an other example : the cooperation between China, Iran and Russia. With this examples 

of cooperation in intelligence, the realist idea remains valid : the cooperation primarily serves the 

most powerful States.

 Finally, the companies play a key role on the international stage in economic and industrial 

cybersurveillance and cyberespionnage. Despite the development of intellectual property rights, 

firms maximize their interests by  using practices to stay  in the competition and create substantial 

benefits. These companies can be regarded as rational actors. Thus, a new actor appears alongside 

governments ; so, the realist theory is revisited.

 In addition, facing to cyberspace and facing the threats of cybersurveillance and 

cyberespionnage for States interests, States need to protect themselves by  cyberdefense strategy. 

Indeed, these threats make vulnerable their system of information due to the put a risk of the 

traditional principles from the Westphalian order. In cyberspace, there are no borders between 

States, the space-time marks are completely  disrupted, these actions do not arise from only States. 

These threats do not distinguish between peacetime and wartime and do not aim only States, so we 

obtain the concept of « war of all against all » of Thomas Hobbes, in which everyone spies each 

other. It is a challenge for the actors on the international stage, especially  for States which should 

adapt their information systems in order to sustain their national interests : economic32, security or 

military. 

 In conclusion, States to which are added firms are rational actors on the international scene. 

The cybersurveillance and cyberespionnage constitute ways to defend their interests. So, the 

international stage answers part of a realist vision even if some classical notions are blurred. 

However, these mechanisms oblige States to adapt to technological changes and require the 

cooperation of other actors. 
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B. The rising role of experts and engineers : towards technocratic logics

 This section will demonstrate that the techniques of cyberespionnage and cybersurveillance 

require significant  technological adjustments and oblige States to relocate the collection of 

information. Now, the collection and analysis of information is largely carried out by engineers, 

analysts and experts ; which calls into question the sovereignty of the politics and may lead to a 

reflexion on the technocracy.

 As mentioned in the introduction, the digital information - to be useful - should be analyzed. 

Thus, the open source intelligence became a key  issue for the intelligence agencies since they were 

confronted an influx of raw data33. Indeed, in the Western States, the principle is the free access, 

free and immediate access to data of administration and the Web 2.0 has enabled a full access to the 

personal data of individuals ; which is a potential risk of attacks on civil liberties. To enable 

effective exploitation of the masses of data, the power of mathematics is involved since it appears 

necessary  to use computer calculations in data processing so algorithms. Therefore, this necessity 

needs to call on engineers and analysts. Thus, the intelligence agencies have been forced to adapt 

and create agencies specializing in the treatment of open to possess the expertise to collect and to 

analyze this information. Indeed, the political power is exceeded by this new technology, as 

demonstrated by Sébastien Crozier34  : « These politicians are neither users nor familiar and, 

because of this, lost power facing engineers »35. The most obvious example is the lax attitude 

shown by parliamentarians and the executive order after the revelations of Edward Snowden. The 

novelty of the tool makes off politicians36. To continue to sustain its interests and to adapt  to 

technological developments, the State is forced to relocate its intelligence. 

 The main agencies are the NSA and the National Imagery and Mapping Agency  created in 

1996 for the United States and the Government Communications Headquarters (GCHQ), created in 

1948 for the United Kingdom. However, although they are the service of the State, they are 

completely independent of State power. They have their own leadership  and their own hierarchy. So 

very closed links between these agencies can lead to abuses. Cooperation between the NSA, GCHQ 
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and the General Directorate for External Security  (DGSE)37 has been developed for the fight against 

terrorism. These agencies share massive stocks of informations. The decision of this collaboration 

was given at  the direction of these agencies and did not concern political power. This cooperation 

enables to highlight the preponderance of technical intelligence. Indeed, they hold great power 

because they  are freed from political control and laws guaranteeing liberties38. But the political 

authorities are aware of it but nevertheless raises the question of State’s sovereignty in intelligence. 

 Moreover, the question of the dependence of States on cyber surveillance technologies and 

cyber espionage is essential. Indeed, the most powerful States (with financial and technical 

resources) are in a race to the top of mathematics. But they depend on engineers in the analysis of 

numerical data collected and, more generally technology. The winner of this race is obviously the 

United States with almost total control of cable laying networks, servers, routers, storage facilities, 

access providers (90% of the optical fibers are under US control), a power of the computer industry 

which gives them control of telecommunications infrastructure and the omnipotence of the NSA39. 

This hegemonic position is power of the US but this observation also reflects the fact that the US is 

very dependent on technology  and especially  in the collection of information with the technical 

aspects of the surveillance and the espionage. This dependence refers to the idea of an imbalance 

between human intelligence and technical intelligence source40  which makes the crucial role of 

engineer.

 The State uses specialized agencies but also independent hackers, which can also be part of 

these agencies. These hackers, identified for their talent on the networks are recruited by 

intelligence agencies in particular to make untraceable the connection with governments. Several 

examples can be developed to illustrate this. On the one hand, cyberattacks (cybersurveillance  and 

cyberespionnage operations in particular) suffered by  Japan can be attributed to Chinese hackers. 

Although these hackers can not be formally  attached to the Chinese State, it is always for political 

purposes since these attacks occur during some of celebrations such as the Nanking Massacre that 

Japanese do not admit or the dispute between these two countries regarding the Senkaku and 
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Diaoyu islands. It is clear that China is responsible. China used independent hackers41. On the other 

hand, the revelations of Matthew Aid in 2014 concern the Office of Tailored Access Operations, a 

vast army of hackers operating within the NSA since at least the late 1990's. Finally, the police also 

recruit many criminal hackers. Therefore the States have to employ  professionals become 

dependent on the skills of these people. 

 All these findings lead a reflexion on the technocracy. This form of power gives the power 

of decision to the experts, it is the government of experts, to the detriment of political power and 

any form of democracy. It's all about knowledge. In these logics of cybersurveillance and 

cyberespionnage, power is given to engineers or analysts who will make the information exploitable 

by the political powers. Indeed, the decision is up to these experts since they provide information to 

political power and give sense to this information. So political power depends on these people and 

agencies. Therefore, political power is weakened since it no longer has a monopoly on the decision.

 Access to information by States is possible only referring to qualified individuals and giving 

them power. But this collection of digital information is subject to the collaboration with private 

digital companies that have easy access to this information.

C. The privatization of information : a put at risk of politic power 

 The next development will aim to show that private companies, specializing in digital and 

interception of data from the Internet, take an important place in the activities of States in respect of 

technical information. Thus, they hold more power, still to the detriment of political power and for 

private profit interests despising civil liberties and ethics.

 Initially, the Internet was created for the military sphere but by  the 1990's, some of private 

companies have reclaimed this area to access to all of informations on networks. Indeed, 

cybersurveillance and cyberespionnage systems have been permitted by the modeling of the 

Internet in the 1990's under the control of private companies : at this time, these companies lobbied 

on the Clinton administration to reduce private life of users on the Internet, to change the Net as 

they  wished. The ultimate aim of these companies was to be able to oversee individuals for 

economic and commercial purposes42. Even now, we are swamped with advertising about the 

famous Cloud : this reveals the issue of the sale, purchase, exchange and use of collected data 
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without the consent. Therefore, these large industries built their fortune on cyberespionnage and 

cybersurveillance on a large scale.

 By having access to this mass of information, these companies have interested States and 

their intelligence service. Thus, over the years, closed collaboration emerged between private 

companies and State intelligence agencies or specialized agencies. Gradually, the privatization of 

intelligence took a key role in the efficacy of State intelligence. Indeed, States may have access to 

this information to serve their national interests, but the power of digital information is held by 

these companies. Thus, States are again dependent on external entities to the State. For this purpose 

several examples can be highlighted. First, the alliance between France Telecom and the French 

secret services : France Telecom (became Orange) serves French interests since the company is 

present in 170 countries, « France knows that spying is dominated by those were able to combine 

industry and secret services »43. Indeed, the DGSE developed its own technology with French 

companies and especially with Orange. This partnership  facilitates access to networks and enables 

to break the encryption of data. Orange is a major asset for the DGSE44. In addition, the closed 

collaboration between companies in Silicon Valley  and the US government remains essential : « the 

majority of companies which enable, since long time ago, to the Agency to be at leadership of 

technology and to have a global impact works still with it »45. The most obvious example is the 

PRISM program, revealed by Edward Snowden. NSA has a direct access to hosted data by US 

industries new technologies like Google, Facebook, YouTube, Microsoft, Yahoo, Skype, AOL and 

Apple. This surveillance concerns only users outside the US. To illustrate this cooperation, 

Microsoft helps the NSA to circumvent the encryption mechanisms, to intercept emails, Skype 

conversations and other communications on the Internet46. In view of this reality, States are again 

dependent of entities outside the State and this dependence is not in the public interest or State’s 

interest. These various cooperation come out of the politic.

 Therefore, in view of the growing power of these companies, they play a very  political role. 

This power is not legitimate. Indeed, some companies such as Google have informations relating to 

national security. They are willing to cooperate with the US so their interests are protected. But quid 

if they decide, for whatever reason, to stop  this cooperation and to show ? National security  is 
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involved and the weakening of the politic as well. Take the example of Google. Every year, Google 

produces its Transparency Report which refers traffic to Google services around the world, requests 

for delete content from rights holders and governments and requests for information about users by 

judicial authorities. But the report is limited because not everything is shown. With this report, 

Google sends a clear message to the States : the company has the power to make public information 

or not, or not to respect the standards of censor, etc. As such, it is a vector of influence and can be 

considered as a political actor47. The detention of such power by a private company arises. Indeed, 

Google has no political legitimate and even less democratic. Therefore, political power is once 

again decreased in favor of private interests.

 Moreover, the privatization of intelligence is not legitimate in democratic regimes. But 

privatization is also present in dictatorial regimes, systems that do not have expertise in this field 

and who prefer to subcontract the cybersurveillance and cyberespionnage. Thus, they use 

specialized western firms in technology surveillance. These companies are involved in the sale of 

digital data interceptions equipment which leads to violations of human rights. This is less obvious 

in the weakening of political power, even if authoritarian regimes are now dependent on these 

technologies48. 

 In view of these arguments, the intelligence of States is fully externalized and this practice 

becomes ordinary. Thus, it is no longer the exclusive power of the State ; this power is sharing with 

private industry 49. 

 To conclude this first  part, the analysis is clear : in cybersurveillance and cyberespionnage, 

State interests are still put forward and defended with vigor by  the States themselves. But these 

surveillance mechanisms involve the use of external entities to the State to carry out these 

operations. Thus, a weakening of political power is obvious. In the light  of these three consecutive 

development, the issue of civil liberties and the necessity  to establish a global Internet governance 

are raised with the dangerous notion of general worldwide interest. 
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II. THE DIFFICULTY OF PROMOTING GLOBAL PUBLIC INTEREST AGAINST THE 

EXCESSES OF THE CYBERSURVEILLANCE AND THE CYBERESPIONNAGE

 The global public interest refers to the common good of humanity  and individuals. The 

cybersurveillance and the cyberespionage are very cunning systems. They are invisible and do not 

represent anything concrete for users. Thus, civil liberties are affected. But to study these aspects, it 

is necessary to examine the relationship between watchers and watched and the behavior of the 

watched in the defense of the civil liberties (A). Always in the perspective of human rights, these 

discussions will lead to the fact that democracies and authoritarian abuse of the same methods (B). 

Finally, the issue of Internet governance will arise since the global public interest can be developed 

through multilateral negotiations (C).

A. The complexity of the relationship between watchers and watched50

 This section will be devoted to showing that cyberespionnage and cybersurveillance violate 

the right to have a private life. But it is interesting to note that this manichean vision might be 

affected by the complex relationship  between supervisors and supervised and the ambiguity of 

behavior’s individuals. So, this reality  makes complicated the defense of a common global public 

interest.

 The mechanisms of cybersurveillance are indiscriminate in nature and have access to the 

majority  of networks. So, they collect personal data to facilitate the fight against terrorism and 

against organized crime. The lives of individuals are listed in the public interest. But this data 

collection leads to excesses. Indeed, the right to a private life is violated while it is enshrined in 

several international instruments protecting the rights of individuals against the power of the State : 

in article 12 of the Universal Declaration of Human Rights (1948) : « No one shall be subjected to 

arbitrary interference with his privacy, family, home or correspondence » or in article 8 for the 

European Convention on Human Rights. Cybersurveillance implemented by States and facilitated 

by some companies will against these principles. The implicit idea is that this new surveillance 

technology is the fact that the elites and falls down on individuals. This idea can be related to the 

concept of the panoptic developed by Jeremy Bentham in the XVIIIth century resumed later by 

Michel Foucault in Surveiller et Punir (1975). This concept is a kind of prison architecture that 
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allows a guard in a central tower to watch prisoners. These prisoners are in individual cells and do 

not know they are being watched. This mechanism must create a feeling of invisible omniscience 

for prisoners51. Michel Foucault develops this theory and proposes an abstract model of a 

disciplinary  society. Back to our study, cybersurveillance could be likened to this concept and 

would enable the elites to serve their domination52.

 But this notion is a little bit simplistic. On one hand, it implies that the elites are all the 

same, with the same interests and they have special powers. On the other hand, it  would consider 

that individuals do not  have the capacity to foil such watching53 . Indeed, mechanisms exist to use a 

computer without  being traced. There is the possibility  to create an encrypted repertoire to protect 

his identity. However, this system only applies for cyberespionnage. Regarding cybersurveillance, 

VPN or TOR software designed on the model of peer-to-peer make surveillance harder54. Thus, the 

individual is able to deceive the logic of appropriation of information and reverse the orientation. 

Moreover, the elites are themselves watched : they use new technologies which make traceable and 

therefore vulnerable. In this sense, the cyberespionnage and the cybersurveillance can become the 

ways of subversion ; for example, by showing the corruption of some politicians. Finally, the 

objectives of the cybersurveillance are not  always in conflict. Indeed, watched may  approve such 

surveillance in the fight against pedophilia or against drug trafficking, for example55. Moreover, 

contrary to the theory of Jeremy Bentham and Michel Foucault, individuals can communicate each 

other. Jean-Gabriel Ganascia proposes a panoptic theory adapted to the new information 

technologies : the Catopticon56. It is true that all individuals are data producers. Their intimacy 

becomes more transparent. However, the cybersurveillance and the cyberespionnage do not involve 

a central place of observation as the Panopticon and individuals can communicate each other. Thus, 

the central tower does not disappear, it is transformed. This is through this central tower that 
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individuals (or cells) exchange. Therefore, Jean-Gabriel Ganascia proposed to add mirrors on the 

foot of the central tower and above the cells. Thus, all cells can be seen. Panoptic theory  is adapted 

to the new information technologies57. Thus, the relationship between watchers and watched is not 

simple and can not be reduced to the manichean vision : elites against the people or bad against 

good. This is the complexity  of the global public interest  defense against  the excesses of the cyber 

surveillance and cyberespionnage.

 Moreover, the behavior of individuals in respect of these practices can be seen as 

ambiguous. Gary T. Marx considers that the people are able to rebel58. But the question is not 

obvious. Indeed, after the revelations of Edward Snowden in 2013, neither public opinion nor 

parliamentarians reacted really  about mass surveillance carried out by  the US government and the 

NSA ; except the « Stop  watching us », a movement initiated by Mozilla Firefox. The European 

Parliament is one of the few European institutions who denounced these practices and called to take 

action59. However, individuals -the haktivists60- engage actions of cyberespionnage to contest the 

practices implemented by governments. In addition, individuals are able to foil this surveillance, but 

these mechanisms are not used by  the majority of users. If they were used, there would not be much 

information available. Nevertheless, some authors highlight the idea that users are not stupid and do 

not make public all of their private life. This is the idea that people are still aware of their 

publications on networks. 

 Therefore, the relationship between watchers and watched and the complex behavior of 

Internet users are opposed to the common fight to defend global public interest. Thus, the role of the 

individual brings the question of the notion of democracy, in connection with the practices of 

authoritarian regimes in the matter.

 

B. Democracy and authoritarian regimes : a common logic in collecting information

 This section will aim to demonstrate that the cybersurveillance and cyberespionnage 

practiced within States considered as democratic call into question the notion of democracy. So 

there is a blurring of political concepts since democracies or authoritarianism implement the same 
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practices ; although the consequences are not the same. Once again, this blurring of concepts makes 

it difficult for the common defense of a global public interest. 

 As mentioned in the introduction, espionnage and surveillance have always been practices of 

the State : both in the democratic State than in the authoritarian State. But these uses are more 

problematic in a country  claiming to be democracy. Indeed, the characteristic of a democracy is the 

principle of transparency since it is based on Enlightenment philosophy founding freedoms and 

pluralism. Thus, these concepts involve a logic transparency. But this principle is an « ideological 

screen »61. As Alain Dewerpe said : « Transparency is the mask of secret. By convening apparently 

the franchise, it stimulates the deception and trickery »62. Intelligence agencies present in any 

system are by nature secret  and their missions are not published in order to sustain national 

interests. But their missions involve the violation of democratic principles and the use of illegal 

means. Before the discovery of mass surveillance via computer networks, this democratic paradox 

was quite legitimate since it enabled to protect the interests of the State.

 However, with the development of new information and communication technologies, mass 

surveillance has been put in place, the electronic interception and computer penetration became 

banal ; it exceeds this paradox previously legitimized. It is no longer legitimate for several reasons. 

First, the cybersurveillance is indiscriminate and any individual can be watched. The rate of Internet 

penetration in the population is large and it is highest in countries considered democratic. Indeed, 

the rate of the US and western Europe are the highest ; they are equal or greater than 80%63. For 

example, the Australian government introduced a advanced filtering system Internet ; South Korea 

has adopted strict laws framing the Internet64. Therefore, these practices reveal an ultra-prevention 

policy which go against the principles of criminal law in Western democracies ; legal safeguards are 

very approximate and very  limited. The European Court of Human Rights has taken ownership the 

problem. Throughout his jurisprudence, it  has developed the principle of proportionality in the 

matter : it denounces the fact that surveillance practices are decided by the intelligence services 

themselves while being aware of some concepts such as national security or the prevention the 
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crime65. Thus, the current practice of cybersurveillance and cyberespionnage violates the principles 

of democracy ; besides, the aim of Edward Snowden was to bring a debate on these systems. This 

raises the democratic control of intelligence services. But it is very  difficult to put in place. Indeed, 

the best actor to be able to control is the State, but the State controls its intelligence services. So, it 

can not be judge and party. In addition, this control should be entrusted to people bound by the 

secret defense, which is not simple66. These practices may be assimilated to practices implemented 

in authoritarian countries, particularly when these practices are made possible by western 

companies.

 The cybersurveillance and cyberespionnage are popular practices in authoritarian regimes. 

In fact, they enable to avoid political dissidence in a logic of management thinking ; to make it 

conform to the dominant ideology. As Xi Jingping said, Chinese President, in an information 

session in closed session in August 2013, « The Internet is an example of a western import double-

edged, because both appealing to the masses repressed and vector of a possible ideological 

subversion »67. Countries like China, North Korea, Iran and Saudi Arabia are considered by western 

democracies as enemies of the Internet. Indeed they proceed to a massive data filtering : but is it not 

the case in democratic States ? It is true that the social and political control content from the 

Internet by authoritarian regimes differs from that of democracies. Indeed, western systems do not 

apply  to censor and continue to respect freedom of expression. Nevertheless, it is interesting to note 

the participation of western companies in authoritarian regimes. Indeed, some government could 

not implement mechanisms interception of electronic data without the help of companies such as 

Google or Microsoft. Even worse, there are companies of democratic States which export 

technologies enabling censure and surveillance and which undoubtedly contribute to the arrest and 

the torture of dissidents.

 Therefore, it is clear that there is a confusion in the concept of democracy  since States  

considered as democratic behave in the same manner than authoritarian systems. Obviously, the 

consequences are not the same for individuals, but there is still a decrease of individuals rights in 

democratic system. This fact once again demonstrates that defense of a global public interest is 

hardly  possible since the massive surveillance is everywhere, even in democracies. With 
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revelations, Edward Snowden wanted to revive the debate on Internet’s surveillance and on the 

private life ; to think about a more secure Internet. Therefore, these revelations involve negotiations 

on Internet governance to contain the possibilities of surveillance. 

C. The necessity of a multilateral cooperation : challenges and limitations

 This section will show that it  is imperative to achieve a real Internet governance for better 

security on networks. Such governance can only  be established with international cooperation, 

elevating Internet as a common good and going in the direction of the global public interest. 

However, multilateralism has its limits because the divergent interests of States are reflected.

 Cyberspace is a factor of threats to the international community. The cybersurveillance and 

cyberespionnage are included in these threats. In fact, each State has different infrastructures for 

networks with various criteria : geographical, sociological, economic and political. A strategy for 

international cybersecurity can be considered. This strategy could lead to the establishment of a real 

Internet governance. Internet governance is the development of common rules to shape the 

evolution and use of the Internet by governments, the private sector and civil society. Several 

initiatives have been proposed but each one has failed for one reason : the divergence of States 

positions on the matter.

 Geopolitics of cyberspace opposes the Northern States and the Southern States68. Indeed the 

Northern States, especially the US, are opposed to governance of the Internet. They are in favor of 

full liberalization of networks ; so, they want to keep the current structure of the Internet. Thus, they 

claim security  systems without control69. But this position seems very  hypocritical regarding to very 

strict rules on intellectual property70. In addition, the liberalization of the Internet enabled the US to 

implement a massive cybersurveillance and cyberespionnage which we know the excesses. 

Therefore, this position is complies with US and western interests. Moreover, these States have a 

common contrary to Southern States which have disparate points of view. On the one hand, 

countries such as China, Russia and Iran have a sovereigntist  vision. Indeed, they are in favor of a « 

balkanization » of the Internet ; it is a position in which the States have full sovereignty on the 
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Internet because Internet respects the borders of these States. So these States want to install 

intranets at the national level. Vladimir Putin considers that Internet without control leads to the 

destabilization of societies socially and economically  ; this lack of control enable to serve the 

interests of the US. Russia proposed an international code of conduct in cyberspace for that State 

sovereignty can be respected71. In this context, it is Russia who is at the initiative of a draft 

resolution on international cybersecurity UN General Assembly  in September 2008. The resolution 

recognized the applicability  of international law in the conduct of States in cyberspace. It  was voted 

by 180 votes against one : the United States. However, Russia does not really have an altruistic 

vision. This control of the Internet enable these countries to watch and to apply the censor on 

Internet with impunity. On the other hand, Brazil promotes multilateralism on Internet governance 

and denounced US practices long before Edward Snowden revelations. This position is not altruistic  

as well because Brazil wants to be the leader of the South in international negotiations. However, 

Brazil wishes to establish itself as a third way. These differences broke in several international 

meetings. First, in the negotiations within the International Telecommunication Union (ITU). At the 

meeting in 2012 in Dubai, tensions were palpable between the western bloc and countries like 

China or Russia. Moreover, Netmundial Meeting in April 2014, global multi-stakeholder meeting, 

showed again differences of perspective. Although Brazil was agreed with the US position, Russia 

and Cuba refused to sign the final declaration and China denounced US interests72. Therefore, it  is 

clear that multilateralism about cyberspace is not successfully. Thus, the excesses of 

cybersurveillance and cyberespionnage can not be slowed. However, beyond ideological 

differences, the Internet is difficult to control.

 Indeed, the Internet was created by the US military  in the 1960's. She asked engineers to 

implement an unified system, decentralized and non-hierarchical. Indeed, a centralized system is 

easy to destroy, just attack the center ; so the Internet is difficult  to destroy since decentralized so 

difficult to control73. In addition, the network is international and supranational. There will always 

be completely free digital paradises. Thus, the information can never be completely controlled74.
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 Therefore, a light control could be considered for the safety of users and information 

systems against the excesses of the cybersurveillance and cyberespionnage. This control could be a 

stone to the edifice for the defense of the global public interest but face the impasse in multilateral 

negotiations, this fight is a little lost.

 Taking into account the last three developments, it  is clear that the global public interest can 

not make common cause : the logic is too complex.

Conclusion 

 

 Surveillance and espionnage has always existed. But they have grown considerably  since the 

explosion of new technologies of information and communication and the exponential use of 

networks. However, cybersurveillance and cyberespionnage did not change the configuration of the 

international scene. International relations always respond to the same logic : the logic of interest. 

Therefore, global actors have to their service these surveillance and spying systems. However, even 

if States use these systems to be stronger, they depend on other structures such as the expertise and 

private industry to sustain their interest. Therefore, a weakening of the political power is 

observable. But the heterogeneity and ambiguity of the behavior of individuals and the flicker of the 

concept of democracy jeopardize the defense of a global public interest corresponding to both the 

civil liberties and good governance of the Internet. The concept of good governance can not be 

completed because of ideological differences state actors.
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